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Enhancing Censorship Resistance in the
Tor Anonymity Network

PuiLier WINTER

Department of Mathematics and Computer Science
Karlstad University

Abstract

The Tor network was originally designed as low-latency anonymity network.
However, over time Tor earned a reputation as also being a useful tool to
circumvent Internet censorship—at times, the network counted 30,000 users
only from China. Censors reacted by tightening their grip on the national
communication infrastructure. In particular, they developed different tech-
niques to prevent people from being able to access the Tor network. This
arms race now counts several iterations and no end is in sight.

This thesis contributes to a censorship-resistant Tor network in two ways.
First, it analyses how existing censorship systems work. In particular, the
Great Firewall of China is probed in order to obtain a detailed understanding
of its capabilities as well as unexplored circumvention opportunities. Second,
this thesis proposes practical countermeasures to circumvent Internet censor-
ship. It discusses a novel network protocol which is resistant to the Great
Firewall’s active probing attacks.

Some of the concepts and results of this thesis led to the creation of soft-
ware prototypes. All the code is available under a free license. By developing
and deploying software, we are not just limited to a theoretical understanding
of censorship systems. Rather, we can gain valuable practical experience in
the rapidly progressing arms race that is Internet censorship.

Keywords: Tor, censorship, circumvention, anonymity, network measure-
ment
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1 Introduction

In 2012, Reporters Without Borders published a report which identifies twelve
“enemies of the Internet” [1]. These twelve enemies are in fact countries;
namely Burma, China, Cuba, Iran, North Korea, Saudi Arabia, Syria, Turk-
menistan, Uzbekistan, and Vietnam. What these countries have in common
is their tight grip on national communication infrastructure. The report men-
tions Bahrain’s arrest of bloggers, Iran’s launch of its “national Internet” and
Uzbekistan’s Internet monitoring, just to name a few examples. Further-
more, the report identifies 14 countries under surveillance. This list also
contains Australia and France which shows that surveillance is also part of
the Western world.

The difference between Internet censorship and surveillance appears signif-
icant from a policy point of view. Censorship, which is frequently conducted
by repressive regimes and dictatorships, is typically associated with web sites
blocks, arrests and harassment of bloggers, and the deletion of regime-critical
content. Surveillance, on the other hand, is often seen as a necessary part of
democratic countries. It is typically conducted by intelligence agencies with
the goal to thwart criminals and terrorists. From a technical point of view,
however, Internet surveillance can quickly turn into censorship: Both rely
on special equipment which is deployed in national communication infras-
tructure. Often, the only difference is merely a set of configuration options.
Surveillance equipment can be turned into censorship equipment within a
matter of minutes. Furthermore, Reporters Without Borders’ report identi-
fied two countries which made the unfortunate step from a surveillance to a
censorship country: Bahrain and Belarus.

Censorship comes in many shapes. It can range from the widespread ar-
rest of political opponents to subtle self-censorship typically done by indi-
viduals out of fear. Ultimately, Internet censorship is merely a symptom of
severe social and political problems and technology alone is unlikely to solve
them. Technology can, however, be a useful tool towards solving these prob-
lems. The technological aspect of censorship is the content of this thesis. In
particular, this thesis discusses censorship of the Tor network.

The Tor anonymity network was designed to thwart many forms of Inter-
net surveillance and censorship [2]. It was originally designed as low-latency
anonymity network and as of November 2013, it consists of almost 5,000
volunteer-run Tor relays. In a nutshell, Tor clients first download the network
consensus from directory authorities which is a signed list of all relays which
together form the network. After clients obtained the consensus, they can
now create circuits which are essentially virtual tunnels—consisting of three
relays—through the Tor network. An example of a circuit is given in Figure 1.

Tor provides protection against a local adversary such as a user’s ISP.
A malicious ISP is unable to read a user’s transmitted data and cannot tell
with whom the user is communicating with. The network further pro-
vides anonymity towards communication destinations. A malicious web site
should be unable to determine where a Tor user is located on the Inter-
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Figure 1: The schematic structure of the Tor network. A client established a
three-hop circuit and connects to a destination. All traffic up to the exit relay
is encrypted by the Tor protocol. After the exit relay, the user is responsible
for encrypted traffic, e.g., by using HT'TPS.

net. Given its nature as low-latency anonymity network, Tor cannot protect
against a global adversary engaging in traffic analysis [3].

While Tor was originally designed as a pure anonymity tool, an ever in-
creasing set of people began using it to circumvent censorship systems. Cen-
sors reacted by blacklisting the small and static set of directory authorities
which comprise an ideal choke point for censors. This development led to
the creation of bridges which are essentially non-public Tor relays. The idea is
to give bridges to censored users while trying to keep them secret from cen-
sors. In practice, this difficult balancing problem is tackled by making it easy
for an individual to obtain a small set of bridges but hard to obtain a large
set. Paper I and III discuss censorship-resistance of bridges whereas Paper II
proposes a censorship analyser for the Tor network.

This thesis is organised as follows. Section 2 begins by giving an overview
of related work. The research questions of this thesis are then asked in Sec-
tion 3. The research methods which were employed by the appended papers
are discussed in Section 4. The contributions are listed in Section 5 and a
summary of all appended papers is provided in Section 6. Finally, this thesis
is concluded in Section 7.

2 Related Work

It is convenient to divide related work into censorship analysis and circum-
vention. A large variety of censorship-resistant schemes were proposed over
the past year. We only discuss low-latency circumvention schemes. Sev-
eral schemes were proposed to disguise network traffic, e.g., as VoIP [4, 5],
email [6, 7], or HTTP [8]. Other systems rely on ordinary web users as prox-
ies [9] or can disguise packet payload as dictated by a well-chosen set of regu-
lar expressions [10]. While it is not hard to design systems which can evade a
censor’s filter at one point in time, it is difficult for systems to be a major ob-
stacle to censors. Accordingly, recent research demonstrated that most traffic



obfuscation systems fail in various ways. For example, one class of circum-
vention systems mimics widespread innocuous protocols such as VoIP. This
approach was shown to be problematic as it is very difficult to perfectly mimic
a given target protocol [11]. Furthermore, a censor is sometimes able to pre-
vent protocol tunneling by breaking the tunneled protocol while leaving the
cover protocol mostly intact [12]. Paper III proposes a censorship-resistant
protocol which differs from previous work in its ability to change its “pro-
tocol shape”. Furthermore, it is optimised for throughput rather than for
obfuscation.

Another design category requires cooperating backbone routers [13, 14,
15]. The basic idea is that censored users embed a steganographic tag in
their network traffic which signals to cooperating backbone routers that they
should hijack the client’s TCP stream and reroute it to the actual and hidden
destination. The rerouting happens after the packets left the censor’s network
which should make the design undetectable. Later, it was shown that censors
are often able to “route around” these decoy routers as they can control their
own routing decisions [16].

Compared to circumvention, the field of censorship analysis has received
less attention. This is mostly due to the difficulty of probing censorship sys-
tems while not being inside the censoring regime. Some systems such as the
Great Firewall of China (GFW) operate symmetrically, i.e., censoring ingress
as well as egress traffic. This convenient property was exploited in one of the
earliest contributions to censorship analysis [17]. This paper was followed by
numerous others which investigated how the GFW conducts DNS poisoning
[18, 19], how it 1s structured [20, 21, 22] and how it can be monitored [23].
Paper I expands our knowledge about the GFW by determining how it blocks
the Tor network.

Recently, the research community began to focus on other countries. This
can be surprisingly difficult as other country-wide censorship systems do not
always operate symmetrically which means that access to machines within
the country must be obtained first. Aside from China, Iran was subject to
recent research efforts which provided an overview [24, 25], analysed traf-
fic throttling as a means of censorship [26], and discussed Iran’s infamous
Hidden Internet [27]. Further research investigated Internet censorship in
Pakistan [28]. Independent of the censoring country, other work investigates
side channels in TCP implementations which can be used to detect intentional
drops on the Internet [29].

While most censorship analysis work focuses on the address and transport
layer, recent work began investigating network services, e.g., how censors
interfere with services such as Weibo [30], or Twitter [31]. Finally, concepts
to continuously monitor censorship over time were proposed [32, 33]. In
Paper II, we propose a similar concept adapted to the Tor network.
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(a) The scientific method. (b) System design experimentation.

Figure 2: A comparison between the scientific method in Figure 2(a) and
experimentation in system design in Figure 2(b) (cf. [34]).

3 Research Questions

This thesis provides answers for the following three research questions.

1. How do real-world censorship systems work?

An answer to this question is given in Paper I. It provides an analysis of
a nation-scale censorship system, namely the Great Firewall of China.
While the GFW is just one system among many, it is commonly re-
garded as one of the most sophisticated censorship systems and knowl-
edge about one system can frequently be transferred to other systems
as well.

2. How can censorship analysis be “crowdsonrced”?

Paper II proposes a framework which can assist in analysing censorship
systems. It differs from previously proposed systems in that it relies on
volunteering users inside the censoring regime. This approach creates
new technical challenges which are also addressed in the paper.

3. How can network protocols be polymorphic and active probing-resistant?

A novel censorship-resistant network protocol is proposed in Paper III.
It was motivated by the results obtained in Paper I and discusses the
design, implementation, and evaluation of a protocol which seeks to
disguise Tor traffic from censors.

4 Research Method

Computer science is often divided into the sub-fields systems and theory. This
thesis is part of the systems branch. In particular, the main research meth-
ods which were used in this thesis are the scientific method and system design
experimentation.

The scientific method is illustrated in Figure 2(a). It has its origins in the
natural sciences and consists of four basic steps even though the details fre-
quently vary. First, 1) observations about the real world are gathered. Based



on these observations, 2) a hypothesis is formed which should explain the ob-
served phenomena. In the next step, 3) the hypothesis is used to predict new
observations. Finally, 4) these predictions are verified. If they turn out to be
accurate, step 3 is repeated. If not, step 2 is repeated. The scientific method
was used in Paper I as it discusses real-world measurements.

In contrast to the natural sciences, the systems branch of computer science
also seeks to propose novel systems rather than just measuring and reasoning
about them. A popular research method for that is system design experimen-
tation which is illustrated in Figure 2(b). Conceptually, it is similar to the
scientific method. First, 1) a novel system typically starts with an idea. Based
on this idea, 2) a system is designed. In the next step, 3) the theoretical design
leads to a concrete implementation. Finally, 4) the implementation is eval-
uated. System design experimentation was used in Paper II and IIT as these
papers propose novel systems.

In the scientific method, an important criteria of the hypothesis is falsi-
frability. Tt must be possible for a hypothesis to be proven wrong, e.g., by
observing real-world examples which are in contrast to the hypothesis’ pre-
dictions. Accordingly, the experimentation method’s system design must be
falsifiable as well. Often, a system design aims to supersede a previously pro-
posed system, e.g., by performing better or by providing stronger security
properties. As a result, the evaluation has to determine whether the new sys-
tem design can really provide what it claims. Consequently, falsifiability in
the experimentation method means that it must be possible to design experi-
ments to reject a system design.

5 Contributions
This thesis provides the following five contributions.

1. An understanding of how the Great Firewall of China is blocking the Tor
network.

Paper I discusses a variety of networking experiments which were de-
signed to shed light on how the Great Firewall of China operates. The
experiments made heavy use of decoy Tor connections which origi-
nated from a machine in China which was under our control. By doing
so, we could attract the GFW’s scanners and gather data which was
then analysed in detail.

2. A lightweight circumuvention tool to evade the Great Firewall of China.

Paper I proposes a lightweight tool which enables server-side evasion
of the GFW’s fingerprinting. The tool rewrites a server’s TCP win-
dow size and can be run by bridge operators to prevent active probing
attacks.



3. A design for a lightweight censorship analyser for Tor.

Paper II proposes a design for a lightweight censorship analyser for
the Tor network. The analyser is meant to assist the Tor developers
in debugging censorship incidents. The main contribution is that the
analyser is “crowdsourced”, meaning that it is supposed to be run by
ordinary computer users.

4. The design and implementation of a blocking-resistant transport protocol.

Paper III discusses the design and implementation of a blocking-resistant
transport protocol. The protocol proposes two active probing-resistant
authentication mechanisms and techniques to change the transported
protocol’s flow signature. Finally, the paper contains an initial evalua-
tion of the protocol.

5. Software prototypes.

Paper I and III discuss software prototypes for server-side circumven-
tion as well as a prototype of ScrambleSuit, the blocking-resistant trans-
port protocol. All the code is available under a free license at: http:
/Iwww.cs.kau.se/philwint/.



6 Summary of Appended Papers

This section summarises the three papers which are appended to this thesis.

Paper I - How the Great Firewall of China is Blocking Tor

This paper investigates how the Great Firewall of China is blocking the Tor
anonymity network. In particular, experimental data of Chinese network
scanners were gathered over a period of several weeks. The data was analysed
and additional network experiments were designed and conducted to hypoth-
esise how the block functions.

Paper II - Towards a Censorship Analyser for Tor

This paper discusses the design of a lightweight censorship analyser for the
Tor anonymity network. The paper considers both, usability as well as tech-
nical requirements as the analyser is meant to be run by non-technical users.

Paper III - ScrambleSuit: A Polymorphic Network Protocol
to Circumvent Censorship

This paper introduces a network protocol—ScrambleSuit—which should pro-
vide censorship resistance for protocols such as Tor. In particular, Scramble-
Suit should provide protection against active probing attacks as well as simple
attempts of traffic analysis. Finally, the proposed protocol is evaluated using
a prototype.

7 Conclusions and Future Work

There is a strong need for technology which enables the free retrieval of infor-
mation and the Tor network is one of these tools. This thesis discussed two
aspects of Tor’s resistance to censorship. First of all, it investigated and pro-
posed censorship analysis techniques. Sound analysis techniques are crucial
since circumvention technology relies on it. Secondly, this thesis investigated
censorship circumovention technology which was motivated by our own cen-
sorship analysis findings. This thesis proposes several theoretical techniques
as well as practical tools that give a better understanding of how real censors
block Tor and how these very blocks can be circumvented.

There is lots of space for future work. Several censorship-resistant pro-
tocols were proposed in recent years [35]. These protocols are composed of
components which are quite useful for other protocols as well. While the Tor
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project’s pluggable transport system clearly decouples anonymity from cen-
sorship resistance, there is no decoupling within censorship resistance com-
ponents. As a result, future work could further modularise these protocols
which should enable faster prototyping and composition. Furthermore, there
is no structured approach to evaluating the guality of censorship-resistant
protocols. To date, evaluations are based on vague assumptions about cen-
sor’s capabilities. Future work should investigate frameworks to evaluate and
quantify the censorship-resistance of protocols.
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Enhancing Censorship Resistance in the Tor
Anonymity Network

The Tor network was originally designed as low-latency anonymity network.
However, as the years progressed, Tor earned a reputation as also being a useful
tool to circumvent Internet censorship. At times, the network counted 30,000
users only from China. Censors reacted by tightening their grip on the national
communication infrastructure. In particular, they developed techniques to
prevent people from being able to access the Tor network. This arms race now
counts several iterations and no end is in sight.

This thesis contributes to a censorship-resistant Tor network in two ways. First, it
analyses how existing censorship systems work. In particular, the Great Firewall
of China is analysed in order to obtain an understanding of its capabilities as well
as to explore circumvention opportunities. Second, this thesis proposes practical
countermeasures to circumvent Internet censorship. In particular, it presents a
novel network protocol which is resistant to the Great Firewall’s active probing
attacks.
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